THE TEN MINIMUM CYBERSECURITY

RISK-MANAGEMENT MEASURES
FOR THE EU NIS2 (AND LIKELY, UK CYBER
SECURITY AND RESILIENCE BILL) COMPLIANCE
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Remempber,

Nnon-compliance to
regulations can lead to
enforcement measures,

iNncluding heavy fines,
OUDIIC Notices, and even
personal llapility.

e

—



NIS2 outlines the minimum
requirements for compliance
N Article 21, taking an ‘all-
Nnazards approach that aims to
orotect network and
INnformation systems and the
onysical environment of those
systems from incidents.



1. Policies on risk analysis and information
system security

We provide
consulting services
and
Al-based portal and
tools to help you
with risk analysis
and IS security
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2. Incident handling

Benefit from our
247 managed IT
services and
monitoring, and
Incident response
and Investigation
services
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3. Business continuity, such as backup
mahagement, disaster recovery, and crisis
management

We provide:

- Professional services and consulting
- Performance and capacity planning
- Obsolescence management services —
hardware, firmware, and software version
updates
- New and refurbished hardware
- Supply of legacy system support, parts,
replacements, and maintenance
- Supply of backup solutions (on-premises, off-
site, and cloud)
- Managed IT services and monitoring
- Disaster recovery
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4. Supply chain security, including security-
related aspects concerning the relationships
between each entity and its direct suppliers or
service providers

- Trusted providers to leading companies,
Including those in the FTSE 100 and the defence
sector
- Security cleared
- Accredited with ISO9001, Cyber Essentials, and
SafeContractor, and working towards 1ISO27001
- Established since 1997

We continuously and carefully manage our
supply chain to ensure the provenance of
equipment supplied and to check that suppliers
ALOT K Iegally and within an agreed framework O
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5. Security in network and information
systems acquisition, development, and
maintenance, including vulnerability handling
and disclosure

We provide:

- Professional services and consulting to check
vulnerability exposure and risks
- Performance and capacity planning
- New and refurbished hardware supply
- Supply of legacy support services and
obsolescence management
- Break/fix maintenance support
- Backup of critical services and data; design,
supply, and implementation of new systems;
supply of hardware and software, including cloud
solutions
- Managed IT services and monitoring
-§ross-domain solution specialists '

MSS
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6. Policies and procedures to assess the
effectiveness of cybersecurity risk-
management measures

We can help you through
our professional services
and consulting, and
vulnerability/penetration
testing

MSS
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7. Basic cyber hygiene practices and
cybersecurity training

Take advantage of our
online cybersecurity
training for staff and

management, and
cybersecurity update
workshops and webinars

MSS
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8. Policies and procedures regarding the use
of cryptography and, where appropriate,
encryption

This Is all part of our
professional
services and

consulting
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9. Human resources security, access control
policies, and asset management

We have your covered with:

- Professional services and
consulting
- Cybersecurity awareness
training for staff and
management
- Asset tracking and
Mmanagement solutions

MSS
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10. Multi-factor authentication or continuous
authentication solutions, secured voice, video,
text communications, and secured emergency

commuhnication systems within the entity,
where appropriate

e'll help you through our:

Drofessional services and
consultancy

- MFA solutions, sales, and

Implementation services

- Secure voice and data

solutions

MSS
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The UK CSRB will be aligneo
WIth
THE EU NETWORK AND

INFORMATION SECURITY
DIRECTIVE (NIS2).

NIS2 1Is MANDATORY, helping
to address cyper threats to
ouplic welfare and national

Security.



_earn about the UK Cyber Security and
Resilience Bill (CSRB) and the EU Network
and Information Security Directive (NIS2)
N the free MSS white paper, or contact us.

The paper includes information
apout:

- The Cyber Crisis
- NIS2 and CSRB

- Entities In Scope

- Governance, Risk Management,
and Reporting

- Supply Chain Security
- Enforcement

- Ten Cybersecurity Risk-
Management Measures

Download the
White Paper

Here.


https://www.wordferret.co.uk/_files/ugd/a6769f_d501d1b933fb4b2ebcb241546d64433e.pdf

WWW.Mmicrosystem.co.uk

INnfo@microsystem.co.uk

O1179 599 3935
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IT Infrastructure
Hardware
Software
Support
Consultancy
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